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Bo3HnKHOBeHUue rubpmaHoro gartaueHTpa

BusHec-npunoxeHus
OxBaTbIBalOT Kak obnaka,

TakK U JIOKaJibHbl€ YCTAHOBKU

Mol BCce aBMxemcA
K obnakam, us-3a @ O6nayHas apxutekTypa

Yyero MeHsTCA SRAIRIDY CThR ,
JTOKaJribHbIX MHCTANAUunn

notpebHocTu LOO

TpebyeTcsa yaaneHHbIn
poctyn K LLIOL n obnaky



dawunta runopumaHoro gataueHTpa —
cepbe3Hana npobnema

‘ ‘ C Kaknmu u3
cnegyrownx Mpobnembl 6e3onacHocT | 4504
KOHKPETHbIX Npobnem

NHTerpauus c yctapesLmmu
Bbl CTOJSIKHYJIUCD, cvcremamn  38%
peannsys CBoto

TEKyLLYI0 cTpaTeruto

TexHonornyeckme npobnemsbi:
rM6pMD'HbIXV ynpasrneHne pabo4ynmm Harpyskamm 36%
TEXHONOMMN?

[pobnembl ¢ GroaXeToM 37%

Mpobnemsbl ¢ nogbMu:

FORRE STER nepenoaroToBka 349%
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Bcnneck npoaABUHYTbIX Knbepatak Ha 4O/

US treasury hacked by foreign
government group - report

Concern that hackers who breached treasury and commerce
departme

SUNBURST

LleHTPOB
06paboTKM AaHHbIX
B31TOMaHbl C MOMOLLbIO
NHCTPYMEHTA
MOHUTOPUHIa
SolarWinds
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DARKSIDE

noTepb N3-3a
FOPU3OHTalIbHOIO
pacnpocTpaHeHusd
BUPYCOB-BbIMOraTenemn,
LLUNAPYIOLLUNX KPUTNYECKU
Ba)Hble CUCTEMbI
yrnpasrieHus.

CONTI

3anucen
NauMeHToB YTEKNN n3
LeHTpa 06paboTku
OaHHbIX U ObINK
YHUYTOXEHbI



[louemMy Tak CNOXHO 3alUTUTDL
coBpeMeHHbIin LOLO?

""""""""" CeteBas b6e3onacHoCTb Angd
LIOL cHwxaeT cKopoCTb U
rmokoctb DevOps

HeBO3MOXXHOCTb
KOHTpONMpoBaTh
pacnpeneneHHble fokanbHble
N MyNbTMOONAaYHbIE CUCTEMBI

................. Tpaduk mexay LIOO n
obnakom exerogHo

yBEJIMYNBAETCA BABOE

PaspelunTb Nnonb3oBaTensm -
BGesonacHo NoaknyaTbea K

LIOL n obnaky 13 noboro

MecTa
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3JawnuTnuTe rMOpMOHLIN gaTaueHTp
[Tlpon3BoAUTENIBHOCTb N MacwWTadbnupyemMocTb 6€3 YCITOXHEHUN

YniydweHHbin Al n ML
[MpenoTBpalleHmne yrpos

[MpenoTBpallanTe NPoaBUHYTLIE
aTakun, ropn3oHTanbHoe
pacnpocTpaHEeHWE N aTaku Ha
BunsHec-npoueccsl
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ABTOMaTU3aumsd
onepauun B 1O

OnTummnaunpymnTe
npouecc yrnpaBneHms
©e30nacHOCTbIO C
nomoLbio API

KoHconugmpoBaHHoe
ynpaerieHue
0e30nacHOCTbIO

OdpekTnBHOE U
YHUpMUMpPOBaAHHOE yrpaBrieHne
©e3onacHoCTbO U cobnaeHne

cTaHOapToB



[lpepoTBpaTUTL aTakun HyneBOro AHA OO0
TOro, Kak oHn npoHukHyT B O[]

A

® Zero-Day Prevention ‘Xl

® Workload & Container Security

® Application Security for Web & API




YHUKanbHasa cucrtema npeaorBpaweHuda yrpos ¢ ML u Al,

pa3paboTaHHasa AnAa rMoOpuAHbIX AaTaueHTPOB

—-———

~N_—-

Bbicoyanwas
9 (PEKTNBHOCTb
Oe3onacHoCTU

* 100% block rate (NSS)
* 0% false positives (NSS)
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Bonee 60 mexaHN3MoOB
npenoTBpaLLeHns yrpos

* CPU-Level Inspection

Threat Extraction
Malware DNA
NG WAF
Anti-malware

Kubernetes runtime security

Vulnerability scanning

—-———

AHanuTuka yrpos B
pearibHOM BpeMeHU

« 150,000 connected networks

3B websites and files

Prevent Zero-day attacks -

.

Quantum



Harpy3ka B LUO/[] pacTerT
exerogHo

Kak macwitabupoBatb 6e30nacHOCTL?



[MnepmacwTabupyemoe peweHne 6esonacHocTu Nel

/‘I:I MacwtabvposaHue
32 MUHYTbI

/. MacwrabuposaHve 6e3
- NpoOCTOEB

@ OKOHOMMYecKad
9O (PEKTUBHOCTL
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Quantum
Maestro

MHO-175

Quantum Security Gateway 28600

1.5 Tbps

90 Gbps
60 Gbps
30 Gbps

Threat Prevention
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ABTomMmaTusaunsa MexceteBoro akpaHa UHO[O c
noMouwb AMHaAMUYEeCcKOUN nonunutukm SDN

[MonuTtuka, ynpaBnseTcs
® OVHaMNYEeCKNMU
obbektamn SDN

@ Service chaining

TecHasn MHTerpauna npoaykrtoB U napTHepCTBO

i [
VImvare NInlr

NSX  csco ACl  gpenstack




EanHana 6e3onacHocTb Kubernetes gna UOO v obnaka

® Container Posture ® Adaptive Runtime

Management CONTAINER Protection
SECURITY

® Secure Kubernetes
Infrastructure

® Open Source
Vulnerability Scanning

CloudGuard +

Workload

Quantum
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Pacwupsem 6e3sonacHoctb LOd c¢c nomouwbo
Check Point Next Generation WAF

WEB API,
® Cloud Native WAF , APPS, NG WAF ® Bot Prevention
OcTaHaBnMeaem OWASP Top 10 '. ngaeKJil,/IOTBpaLLlaeM aBTOMaTN3VMPOBaHHbIE

-

® API Security
3awuwaem AP

@ Intrusion Prevention
3awmaemMm MHMPPacTpykTypy
NPUITOXEHNN

APPSEC POWERED BY Clogdguard
CONTEXTUAL Al PPocC

(=) Check Point
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ABTomMmatTusaumsa 90% MaMeHeHMn ¢ NnoMoLW b0

afanTUBHOMW NOJIMTUKUN MeHee YeM 3a CeKyHAay

UoeHTudUkaumsa nonb3oBaTteneun n

YCTPOMUCTB
Azure
@ Active Dlrectory

] ngldentlty

DPI ana npunoxeHuun

EI;V W jIRA serV|cenuw

i3 Palicy for access to Data Center * Any : & Data Center LAN ¥ Any * ﬁéﬂy * Any € Data Center Layer
SETVETS :
____________ T
131 Datacenter Remole Access Finance User ERP Server 2 Remotefccess "n—"'" SAP * ANy {B Accept
...................................................... LasssssEsEEEEEEEEEEEEEEEES
13.2 Datacenter Segmentation EL‘T Web Frontend Uy DB Backend #*  Any a8 MS-s0l * Any @ Accept

-------------------------------------------------------------------------------------------------

Ctatnyeckmne n oUHaMMU4YeCcKue Term

Al ac) wmee {8y AWs
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becwoBHaAa uHTerpauus

SIEM ORCHESTRATORS

e iy
openstack. ~@vmware

e W Terraform

EEEEEEEE

5 : ’ [RSA|
Radar FLegRhythm 3¢ syslog-ng READY

splunk> Arcightst  IHcAfee

Cl/CD FRAMEWORKS NETWORKING

IPv6, IPv4  MODBUS

e COMPLIANCE
. «. ’

v GitLab @@ Jenkins € Bamboo. = . 2

SD-WAN PARTNERS |

aruba aryaka CiTRIX PCIDSS HIPPA GDPR

"cll . élol' A siverpeak  WPVERSA  veldcloud” e,
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MoaoBoAas
'MTprM




6 npnyuH nodyemy Check Point — nyqyuwee
peweHue ANA rMOpuMAHbIX AaTaUueHTpPoOB

® [lpeporBpalieHue
NMPOABUHYTbLIX aTakK

® Wsonsauus
Zero Trust +
MUKpOCErmeHTaums

® ABTOMaTu3lauus

c APl n auHammnyeckon -

MOJINTUKOWN
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‘X&R\D DATA Cgy,..

6'? BesonacHoe noakntoyeHne
oprcoB n nosnb3oBarenen

Macwrtabupyemoctr @

YHudmkauma (@
OOHa nonuTuka anga Bcero

CBA3HOCTL (@
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‘ CLOUD
A

CloudGuard
30n, e osture Management

CloudGuard
pay nalylics

‘; ’),U Posture Management and Visibility 5\ Network Traffic Analysis

CloudGuard
S Workload

-
\
@I Runtime Workload Protection

CloudGuard

pay \etvork
@ Cloud Access Control, Prevention

CloudGuard

s NETWORK

Perimeter &

Data Center

ET- Advanced Threat Prevention

% Data Protection

Hyperscale s Al
Maestro

KOHTaKTbI:

ty Gateway 1
@ Access Control
' @ Multi Layered Security

|
i B Advanced Threat Prevention

' @ Wi-Fi, DSL, 3G/4G/LTE

Branch

s SM8

loT Security s ‘JT‘P‘ wt:
foT Protec

CHECK POINT

INFINITY

MULTIVECTOR CONTROLS,
- UNIFIED ARCHITECTURE

Shared
Threat Intelligence

——THREATCIOUD «~—

; cp<l§> ‘

§ E!E] Quantum |

L | - Smart-1 Cloud !
Consolidated

Security Management

" 9

Amunp Annes
+7 985 645 68 36
aaliev@checkpoint.com
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!‘1 USERS & ACCESS

REMOTE ACCESS

()

{? Corporate Access

EMAIL AND OFFICE

-;
Lj Threat Prevention

/\ | Zero Phishing

ENDPOINT AND MOBILE

W @

Harmony
Connect

Harmony
Connect

@ Internet Access

a
/[§ Account Takeover Protection
L=

% Data Loss Prevention

U=

L)}

Harmony
Mobile

Harmony
Endpoint

N | . rell | 2
®  Threat Prevention | ® Threat Prevention | @ App Protection
- | |\l

Anti-Ransomware | |
| éj Zenr[)a-y Diowses o Network Protection
| Protection |
E l /\ | Zero Phishing I Device Protection

Buktop KpbiMcknu
+7 916 489 94 18
vkrymskiy@checkpoint.com
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